INFORMATION TECHNOLOGY AND
DIGITAL SERVICES DEPARTMENT,
SECRETARIAT,

CHENNAI- 600 008.

Letter No.1-A2/35/IT&DS(A2)/2024, dated 07.02.2025

From
Thiru. Kumar Jayant, LA.S.,
Additional Chief Secretary to Government

To
All Additional Chief Secretary / Principal Secretary / Secretary to Government,

Secretariat, Chennai-9.

All the HoD’s (Through concerned Administrative Departments)
All District Collectors, Tamil Nadu.

SirfMadam.

Sub: Information Technology and Digital Services Department —
Strict adherance to the Cyber Security Policy and New
e-Mail Policy and usage of Official e-Mail IDs only for official
purposes by all the Government Employees Instructions —
Regarding.

Ref: 1. G.O.(D) No.29, IT&DS (A2) Department, dated 03.11.2021.

2. G.O.(Ms) No.21, Information Technology and Digital
Services (E2) Department, dated 23.08.2024.

3. G.0.(Ms) No.22, Information Technology and Digital
Services (A2) Department, dated 09.09.2024.

Ta kA

| am to invite your attention to the Government Orders cited.

2. In the Government Order 2" cited, the Government have released a Cyber
Security Policy 2.0, in which all Government Departments have been directed to use
the tn.gov.in e-Mail account or an e-Mail ID under the registered Department /
Organization domain for all official communications. Besides, a new e-Mail policy for
TN Government Employees have also been issued Government Order 3" cited,
wherein, it has been ordered that all Organizations shall ensure that official e-Mail
accounts of all its users are created only by TNeGA and any case of inappropriate
use of e-Mail accounts shall be considered a violation of the Policy (Both
Government Orders are available in Tamil Nadu Government Web Portal).

3. | am to state that, orders have already been issued by the Government for
creation of e-Mail accounts for all Government employees. Accordingly, official
e-Mail IDs have been assigned to Officers/Staff of all designations of Government
Departments, Heads of Departments, District Collectors etc. However, it is being
observed that instead of using official e-Mail 1Ds, private e-Mail IDs such as G-Mall,
Yahoo Mail etc., are being used by the Government officials for official

communications.
gt
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4. The private e-Mail IDs are also displayed in the contact particulars in the
Government Portal which are open for general public. The usage of private e-maill
IDs by Government Officials may lead to misuse of records and disrupt the
authenticity and transparency of government communications.

5. |, therefore, request you to strictly adhere to the instructions/guidelines
issued in the Cyber Security Policy 2.0 and the e-Mail Policy issued in the
Government Orders 2" and 3™ cited respectively and to ensure that all the
employees under the control of your Department use only the official e-Mail IDs
assigned by the Government for all the official purposes / displayed in the
Government Portal. The private domain email IDs like google, Yahoo etc. should be
immediately removed from all contact particulars from your websites/web pages.
| am also to request you to issue necessary instructions to the staff working under
your administrative control, accordingly.

ithfully,

Copy to:
All Sections of Information Technology and Digital Services Department,
Secretariat, Chennai — 600 009.
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INFORMATION TECHNOLOGY

SECRETARIAT,
CHENNAI- 600 009.

Letter No.1-A2/27/IT&DS(A2)/2025-1, Dated 14.11.2025

From
Thiru. Brajendra Navnit, LA.S.,
Principal Secretary to Government.

To
All Additional Chief Secretary / Principal Secretary / Secretary to Government,

Secretariat, Chennai-9. (w.e)
Sir/ Madam,

Sub: Information Technology and Digital Services Department -
Computerisation of High Court Madras - Proposal to send
certified copies of Judgments / Orders / Documents only through
email to Government Officials including local bodies and quasi
government authorities, who are parties in cases filed before the
Madras High Court - Creation of Official eMail ID of Government
Departments / Head of Departments / Public Sector
Undertakings - Instructions issued — Regarding.

Ref: 1. G.0.(Ms)No.21, IT&DS (E2) Department, Dated: 23.08.2024.
2. G.0.(Ms)No.22, IT&DS (A2) Department, Dated: 09.09.2024.
3. Government Letter No.1-A2/35/(IT&DS)/2024, Dated:

07.02.2025.

4. From Thiru.S.Ganapathisamy, B.A., B.L., Registrar, High
Court of Madras, Letter No. ROC.No. 95862- A/2024/Comp.1,
dated 14.07.2025.

5. Government Letter No.1-A2/27/IT&DS(A2)/2025, Dated:
24.07.2025.

6. From the Joint CEO, TNeGA/DeG, Letter No. email/2/2025-
e-GOV-DeG/TNeGA, Dated: 08-09-2025.

HEAE

| am to invite your attention to the references cited and to inform that, the
Registrar of High Court of Madras has proposed to send certified copies of
Judgments / Orders / Documents only through email to Government Officials
including local bodies and quasi government authorities, who are parties in cases
filed before the Madras High Court and requested to provide the official email IDs of
all Government Departments / entities concerned and all the Government officials
who are parties in cases filed , in order to facilitate the process of online Certified

Copy Application portal.

2. In this regard, in Government Orders first and second cited, the
Government have issued Cyber Security Policy 2.0 and e-Mail Policy for Tamil Nadu

Government Employees — 2024 respectively in which all Government Departments
have been directed to use the tn.gov.in e-Mail account or an e-Mail ID under the

registered Department / Organization domain for all official communications and also
necessarv instriictinne have heen isstied tn all araanizatinne vide (anvernmeant | etter

& DIGITAL SERVICES DEPARTMENT,
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third cited. While many Departments / HoDs / PSUs have created official e-Mail

accounts, some are yet to do so.

3. | therefore request you to give necessary instructions to all the HODs /
PSUs under your administrative control who have not yet created their official email
lds, to approach TNeGA's SPOC (for creation of e-Mail account) immediately for the
creation of designation - based official Government email IDs and ensure all the
employees under your control (Department / HoDs / PSUs) use only the official e-

Mail IDs assigned by the Government for all the official purposes:-

S.No | Single Point | Designation | e-mail id Phone
of Contact Number
(SPOC)
1 S.SriDevi Assistant 1.tecaso8.tnega@tn.gov.in | 7010138487
System
Engineer,
TNeGA
Yours faithfully
q @‘—/ (1 }9%
for Prlnclpal Secretary to G-:::wer ent
Copy to 4/ n[ 25

Thiru.S.Ganapathisamy, B.A., B.L.,
Registrar (IT- Cum-Statistics)
High Court of Madras,Chennai-104.

The Director of e-Governance and Chief Executive Officer,
Tamil Nadu e-Governance Agency Corporation,

No.807, 2" and 7" Floor, P. T. LEE Chengalvaraya Naicker Building,

Opp. LIC Building, Anna Salai, Chennai — 600 002.

The Managing Director,
Electronics Corporation of Tamil Nadu Limited,
Egmore, Chennai — 600 008.
The Managing Director,
Tamil Nadu Arasu Cable TV Corporation Limited,
Anna Salai (Mount Road), Chennai—600 002.
The Managing Director,
Tamil Nadu FibreNet Corporation Limited,
Opp. LIC Building, Anna Salai, Chennai =600 002.
The Chief Executive Officer,
ITNT — Hub, Kotturpuram, Chennai
The Chief Executive Officer,
ICT Academy of Tamil Nadu,
Kanagam Road, Taramani, Chennai—600 113. (w.e.)
The Director (FAC),
Tamil Virtual Academy (TVA),
Kottur, Chennai-600 025. (w.e.)
Information Technology and Digital Services (OP) Department,
Secretariat, Chennal-8

— 600 025.
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Government of Tamil Nadu
Information Technology Department, Secretariat, Chennai 600 009

Application For E-Mail account for a single user

(Please read the instructions given in the reverse of this page; the completed application form, duly signed by
the applicant and HOD of the Office / Department should be submitted the office of Directorate of

Egovernance). Please use CAPIAL LETTERS.

1) Name of the applicant*: _Caldwell velnambi
(Dr./Mr./Ms. First name  Middle Name  Surname)

2) (a)Date of Birth:_15ms/1968 (b)Designation®:__Board Member

3) Organisation / Department*: _NAT Weliare Board

4) Address for correspondence®:__932 Warren Crossing

—Coppell City:_ Texas Pincode:__ 75019

5) Telephone Number :(0)* _ i (R) Mobile*:

6) Preferred Email id**: a)_caldwell

b)_Caldwell v

7) Alternate e-mail address for correspondence®:_ ==
8) Date of Retirement/ Completion of Contract (employees/consultants (dd/mm/yyyy)* _12/31/2025

This is to declare that | have read the terms and conditions and | agree to abide by them.

Signature of Head of Office / Department Signature of Applicant
with date and seal ‘ with date and seal

Account Category: Government / Quasi Government /

Undertaking / Contract / Consultant Signature Head of Office with date and seal

Name & Designation:
E-mail and Tel:

FOR OFFICE USE

File Number:

Name & Desig: Signature of IT Department/TNEGA

User ID Creation:

| Assigned login ID: Domain: Created by : NIC / TNEGA

|
k

Date of Creation :

R — SR : : ~

he Mo, 1=-A2 27 2025 =A(lT =1=Inlermaton lechaology and digiial services=IT-SECTT (Computer No, 32781551
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10.

 fp

12

13.

14.
15,

16.

17.

18.

E-MAIL TERMS AND CONDITIONS

Users are requested to keep the given user ID and password a secret.

Please change your password at least once in every three months.

By not doing so (point number 1 & 2 above) the account may be compromised by hackers and
the hacker can use the same account for sending spurious mails and the accounts behalf. NIC is
neither responsible no accountable for this type of misuse of the compromised mail
accounts. Gross misuse might be detected by automated monitoring tools, which In turn will
automatically deactivate the account.

Do not open any attachments unless, it has come from a known source. In fact delete those
mails which are not relevant to you and still you have received them. They might contain a virus

that will corrupt your computer.
Users are requested to install personal firewall software to secure their machine and e-mail

traffic.
Users are requested to install the Antivirus software with latest pattern update periodically and

OS patches in their system.

If Using Outlook, outlook Express, Mozilla Firefox on Microsoft WINDOWS, please apply the
appropriate patches announced by the Microsoft /Mozilla from time to time.

NIC or Government is not responsible for the contents that are being sent as part of the mail.
The views expressed are solely hat of the originator.

Tamil Nadu Government e-Mail Service is provided over secure channels only. WEB interface
can be accessed over HTTPs (port 443), POP service is over POP3s(port 995), IMAP service is
over IMAPs(port 993) and SMTP service is over SMTPs(port 465). Users are required to suitably
modify the client software settings to use the services. Please check the FAQ at:
https//mail.tn.gov.in/docs/POP.pdf

By default accounts will be given access over WEB only (https:mail.tn.gov.in). If user wants
access over POP/IMAP, he/she has to send the request for the same to email-
support@tn.gov.in. For security reasons either POP or IMAP will be allowed. NIC recommends
use of IMAP.

NIC will take all possible measures to prevent data loss, however, due to unforeseen technical
issues, if the same happens, NIC cannot be held responsible.

User is responsible for his/her data. In case he/she accidentally deletes data, he/she will not
ask NIC to restore it.

Individuals are responsible for saving email messages as they deem appropriate. Messages will
be automatically purged from folders as follows:

Trash — 7 days

Probably Spam — 7 days

The email account will be deactivated, if not used for 90days.

Email id will be deleted after a period of 9 months from the date of deactivation if no request
for activation is received.

Contact our 24x7 support if you have any problems. phone 044-25670193 or you can send mail
to support@tn.gov.in.

NIC coordinator reserves the right to ask for supporting documents like copy of identify card or
any other document deemed appropriate to confirm the credentials of the applicant.

NIC will not share the details of Email Accounts and Email Addresses with anyone unless
authorized by Competent Authority of the Department.

This is to declare that | have read the terms and conditions and | agree to abide by them.

4 Signature of the Applicant
with date and seal

P Ne T=-A2/2T /2025 -A(T }-1-Information lechnalogy and digital sarvices-1T-SECTT (Compuler No, 3278155
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INFORMATION TECHNOLOGY AND
DIGITAL SERVICES DEPARTMENT,
SECRETARIAT, CHENNAI- 600 009.

Letter No.1-A2/63/IT&DS(A2)/2025-2 Dated 09.01.2026

From
Thiru. Brajendra Navnit, |.A.S.,
Principal Secretary to Government.

To
All Additional Chief Secretary/ Principal Secretary/ Secretary to Government,

Secretariat, Chennai-9.
All the HoD'’s (Through concerned Administrative Departments)

All District Collectors, Tamil Nadu.
Sir/Madam,

Sub: Information Technology and Digital Services Department -
Government of India - Ministry of Home affairs - Subsidiary
Intelligence Bureau - Scrutiny of Onion hidden services - Violation
of National Information Security Policy and Guidelines — Al
internal communication within the organization and also with other
Government Departments routed through "gov.in" mails only —
Requested — Regarding.

Ref: 1. G.0O. (Ms) No.21, IT&DS (E2) Department, Dated: 23.08.2024.
2. G.O. (Ms) No.22, IT&DS (A2) Department, Dated: 09.09.2024.

3. Government Letter No.1-A2/35/IT&DS(A2)/2024,
Dated 07.02.2025.
4. Government Letter No.1-A2/27/NT&DS(A2)/2025-1,

Dated 14.11.2025.

5. From the Joint Director, Subsidiary Intelligence Bureau,
Ministry of Home Affairs, Gol, Mylapore, Chennai, Letter
No. D.O.No.TN-1/034/2025-2380, Dated 01.12.2025.

L4 & & 4

In the Government Order first cited, the Government have issued a Cyber
Security Policy 2.0, in which all Government Departments have been directed to use
the tn.gov.in e-Mail account or an e-Mail ID under the registered Department /
Organization domain for all official communications.

2. In the Government Order second cited, the Government have issued e-Mall
policy, in which all Organizations shall ensure that official e-Mail accounts of all its

users are created only by Tamil Nadu e-Governance Agency and any case of
inappropriate use of e-Mail accounts shall be considered a violation of the Policy.

3. In the Government letter third cited, the Government have already issued
instructions to strictly adhere to the above Cyber Security Policy 2.0 and the e-Mail
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.

Policy and to ensure that all the employees under the control of their Department use
only the official e-Mail IDs assigned by the Government for all the official purposes /
displayed in the Government Portal. The private domain email IDs like google,
Yahoo etc., should be immediately removed from all contact particulars from your
websites / web pages and also to requested to issue necessary instructions to the
staff working under your administrative control, accordingly.

4. In the Government letter fourth cited, the Government have again issued
instructions to all the Departments of Secretariat to issue necessary instructions to
all the HODs / PSUs under their administrative control who have not yet created their
official email IDs, to approach TNeGA's SPOC (for creation of e-Mail account)
Immediately for the creation of designation - based official Government email IDs
and ensure all the employees under their control (Department/ HoDs/ PSUs) use
only the official e-mail |IDs assigned by the Government for all the official purpose.

5. However, still the officers of Government Departments are using only
unofficial e-mail IDs even for official communications, which are also displayed on
their official websites.

6. In the Government of India letter fifth cited, the Joint Director, Subsidiary
Intelligence Bureau, Ministry of Home Affairs, Government of India has informed
that, during a monitoring exercise conducted across various Onion hidden services,
it was observed that many officers of Tamil Nadu Government are using Gmail,
which is a clear violation of guidelines contained at Section 16.5.8 (b) of National

Information Security Policy and Guidelines (NISPG).

7. | am, therefore, to request you to strictly adhere to the Cyber Security
Policy 2.0 and e-Mail Policy issued in the Government Orders 1 and 2™ cited
respectively as well as instructions / guidelines issued vide Government letter 3™ and
4" cited to ensure that all the employees under the control of your Department use
only the official e-Mail IDs assigned by the Government for all the official purposes
which are also displayed on the Government Portal. The private domain email IDs
like Google, Yahoo etc. should be immediately removed from all contact particulars

from your websites / web pages.

8. | am also to request you to issue necessary instructions to the staff working
under your administrative control to have all internal communication within the
organization and also with other Government Departments routed through official
emalil IDs "gov.in" only and in case of inappropriate use of e-Mail accounts shall be
considered as a violation of the Government Cyber Security Policy 2.0, e-Mail Policy
and National Information Security Policy and Guidelines (NISPG).

9. | am further to request you to send your compliance report in this regard to
Government, immediately.

Yours faithfully

4 4 qiljg:_g_é

for Principal Secretary to Government.

o,
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Copy to:

All Sections of Information Technology and Digital Services Department,

Secretariat, Chennai — 600 008S.
The Director of e-Governance / Chief Executive Officer,

Tamil Nadu e-Governance Agency,

2nd and 7th Floor, P.T.LEE Chengalvaraya Naicker Building,

Opp. LIC Building, Anna Salai,
Chennai — 600 002 (For further follow up action)

The Managing Director,

Electronics Corporation of Tamil Nadu Limited (ELCOT),
Corporate Office, 9th Floor, 18/3, Sigapi Aachi Building, Rukmani Lakshmipathi

Road,Egmore, Chennai - 600 008.

The Managing Director,
Tamil Nadu Arasu Cable TV Corporation Limited,

No.807, 4“‘Flﬂnr, P.T. Lee Chengalvaraya Naicker Building,

Anna Salai (Mount Road), Chennai—600 002.
The Managing Director,
Tamil Nadu FibreNet Corporation Limited,

Sth Floor, P.T.LEE Chengalvaraya Naicker Building,

Opp. LIC Building, Anna Salai,
Chennai — 600 002.

The Director (FAC),
Tamil Virtual Academy (TVA),

Anna University Campus, Gandhi Mandapam Road,

Kottur, Chennai—600 025.
The Chief Executive Officer,
ICT Academy of Tamil Nadu,
E Block, 8" Floor, IIT Madras Research Park,
Kanagam Road, Taramani, Chennai—-600 113.
The Chief Executive Officer,
ITNT — Foundation,
Sir.C.V. Raman Block,
3" Floor, Anna University Campus,
Kotturpuram, Chennai — 600 025
The Joint Director,
Subsidiary Intelligence Bureau,
Ministry of Home Affairs, Gol,
No.29, Papanasam Sivan Salai,
Mylapore, Chennai-04
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